Be cautious about
the emails, instant
messages and phone
calls from strangers

UPDATE YOUR
CREDIT CARD

Delete or ignore
any request for

financial information
i"' or passwords

DETAILS
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R (A Use different
X @

@Eifp passwords for

o =2 different accounts
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and change

them regularly

Check for the
spelling mistakes in
the URL or links
you receive in email

Don’t get tempted
in accessing the
devices which are
left unattended
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HOWTO

AVOID

SOCIAL
ENGINEERING ATTACKS

For more details visit :

WWW.

InfoSec

awareness.in

anti-virus software, ,

email filters and =

enable Firewall

Don't get attracted f

to the links that offer I
. . N\ g

prize money / gifts even ‘»‘3

: \

if you know the sender

Lo

Take advantage of EAIL EILTER
spam filters in email 'f
and anti-phishing

features in :
web browser

Never talk about
sensitive information
in public places.
Someone may
overhear you

Make sure you don’t
have any important

information before you |
dump anything into trash
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Cyber Security
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Helpline Number

199260

Call us on our Toll free No.

1800 425 6233

http://cert-in.org.in/
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